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- ECS Project

Engineering Technical Directive No. 99-003

Subject: Secure Shell not logging 12 Feh 94
The following directive is issued o all DAACS and labs,

Issue: Secore Shell 15 not logging sessions tooa log file

Fix: At each host running secure shell, fetcfsyslog.conf and fete/sshd_config must be modified
Testing: Initate an ssh session o the host and verify that it is logged.

Implementation:

1. Edit fete/syslog.conf. Add as the last line:
locald.infe <tab= <tab> ... fvarflogfssh
Note: This sets up fvarflogfssh as the loghle for ssh audit data

(=]

Create the log file using the command:
# touch /varflog/ssh

3. Edit fetclsshd_config. Modity the line contmning SyslogFacility by replacing the word DAEMON wath
LOCAL4 so that the line looks like:
Sysloglaciliy LOCAL4

4. Restart syslogd
A, Execute:
# ps —ef | grep syslogd  (note the PIT)
E. Execute:
# kill -HUF PID

5. Restart ssh. Stop, then start ssh using the commands:
AL 501s and Suns:
fetc/init.dissh stop
fetchinitddssh stan
B. HPs:

ishinfinit.d/ssh stop
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